Odyssey CMS Cheatsheet

Odyssey Security Updates
1/29/2015

Due to some new security vulnerabilities, changes need to be made to local computers running Odyssey to
ensure the data is secure.

Users must be using IE 8, IE 9 or IE10. Depending upon which Internet Explorer version you use, the steps may
be different. To determine what Internet version you are using, open your Internet Explorer browser window
and click the Help icon. Then select the About Internet Explorer Option.
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IE 11 is not yet supported by our current version of Odyssey. Using IE11 at this point could mean that you may

have error messages or issues that are related to the browser version. However, if you are using IE11, you will
still need to verify the TLS 1.0, 1.1, and 1.2 boxes are checked.

1) Steps for IE 8:
a. OpenlES8.
b. Click Tools and then click Internet Options.
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c. Select the Advanced Tab.

Internet Options
P m—_
General |SecurityI I Frivacy I Content I Connections |mndvanced
Home page

l/? To create home page tabs, type each address on its own line,
M e e e

[ Use current ][ Use default H Use blank

Browsing history

1" Delete temporary files, history, cookies, saved passwords,
L ,-I and web form information.

|| Delete browsing histary on exit

Delete... ][ Settings ]

Search

&) Change search defaults.
}_)
Tabs

R y Chbange how webpages are displayed in
[ tabs.
Appearance
[ Colors H Languages H Fonts H Accessibility ]

[ OK ][ Cancel ] Apply

d. Scroll down the settings windows and ensure Use TLS 1.0, Use TLS 1.1 and Use TLS 1.2 are
checked.

Internet Options 1

| General | Security | Privacy | Content I Connections I Programs | Advanced l

Empty Temporary Internet Files folder when browser is dc »
Enable DOM Storage

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable SmartScreen Filter

[] usessL 2.0
[¥] Use 551 3.0
Use TLS 1.0
Use TLS 1.1
Use TLS 1.2

address mismatch®
[] warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n

m. |

1
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*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.
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2) StepsforlE9and IE 10:
Open IE9 or IE 10.
b. Click on the gear symbol and then click Internet Options.
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c. Select the Advanced Tab.
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Print 3
Eile 2
Zoom (100%) 3
Safety 3

View downloads Ctrl+)
Manage add-ons

F12 developer tools

Go to pinned sites
Internet options
o &t Explorer

= Trial court case search
= Appellate case search

Internet Options

Advanced

Home page

l/? To create home page tabs, type each address on its own line,
n
1 hitp://go.microsoft. com/fwlink/p/?Linkld=255141 -

General |Security I Privacy I Content I Connections | Pr

[ Use current ” Use default H Use blank

Browsing history

) .’l_.. Delete temporary files, history, cookies, saved passwords,
v and web form information.
[| pelete browsing history on exit
Delete. .. ] [ Settings ]
Search
& Change search defaults.
Tabs
=] | Change how webpages are displayed in
| tabs.
Appearance
[ Colors ] [ Languages ] [ Fonts ] [ Accessibility ]
[ ok ][ cancal || pply

Odyssey Security Updates

Page 3 0of4



Odyssey CMS Cheatsheet

d. Scroll down the settings windows and ensure Use TLS 1.0, Use TLS 1.1 and Use TLS 1.2 are
checked.

-

Internet Options @

| General | Security | Privacy | Content I Connections I Programs | Advanced l

Empty Temporary Internet Files folder when browser is dc »
Enable DOM Storage

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable SmartScreen Filter

[] usessL 2.0
[¥] Use 551 3.0
Use TLS 1.0
Use TLS 1.1
Use TLS 1.2

address mismatch™ i
[] warn if changing between secure and not secure mode =
Warn if POST submittal is redirected to a zone that does nl—

-
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*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition. =

If the boxes are light gray and not able to be checked, this usually means that your local IT has a group policy in
place on your network to ensure they are checked.
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